
magnitude, or “too information,” often associat

“ ”

–
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 Robustness or “Too Much Information”  

 

 
  
  

 
 

 
  
 Challenges Imposed by Platforms’ Terms
 

“Black Box Society,” 
wherein “[h]idden algorithms can make (or ruin) reputations, decide the 

of entrepreneurs, or even devastate an entire economy.”

“ ”
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“
”

’

–

–

–
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—
“transparency” and “accountability” are often used interchangeably.

—
—

Big Data’s Disparate Impact

“T

programmers’ incorrect translations of hundreds of rules into computer code.”

–
Obama’s stated quest to enhance the 

Memorandum, declaring that he was “committed to creating an unprecedented level of openness 
overnment” and that he aimed to “promot

citizens about what their Government is doing.” Memorandum 
’

182 (2007) (“Transparency is necessary for 

behavior.”); Mark Fenster, 
619 (2010) (“
public.”)

(“[Transparency] enables the free flow of 

of government action, and thereby increases the quality of governance.”); Adam M. Samaha, 

. 909, 917 (2006) (“[P]opular accountability
government.”)
1346 (“Foremost among [the aims of transparency], at 
is what is commonly described as ‘accountability.’”

Julie Brill, Former Comm’r, Fed. Trade Comm’n,
–
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e: a “

how that system works.”

–
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“We should interrogate the architecture of cyberspace as we 
interrogate the code of Congress.”

that a “popular 

or, perhaps both.”
that “[s]unlight is said to be the best

–
–
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the most efficient policeman.”

“democracy requires accountability, and accountability requires
transparency.” stated: “

”

“the ability

”
—“

ould be avoided.”

’
’

–
512’

–

–

accountability reforms in government “have weakened political authority . . . [and] yielded more 
ecision”). 

–

’
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algorithms’ inpu

demands. Transparency “should be applied to 

on its own, merit a higher level of transparency.”
— —

–
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—
— he programmers’ choice

“

five seconds” earlier

–

 

“ ‘ ’

– 4) (“
cial structures.”)

–
–

’

–

When an Algorithm Isn’t…
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‘ ’ ”
“ ”

“a 

examples it saw, and how long it took to search.”
“recipe” algorithm are 

because what we would see is “

‘explanation’ of why the code does what it does requires understanding 
and what ‘experiences’ it had along the way.”

— —

’
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Google’s role as a private administrative agency is manifest 

“
on them.” 

–

–
–

–

if, in the case of an emergency, they disclose information to the government about their clients’ 

–
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’s (APA’s) “notice and comment” procedure,

–

–

anonymous employees that do not reflect users’ diversity

“[
”

users’ core rights, including their “ ”
–

–(c). The notice shall include “(1) a statement of the time, place, 

subjects and issues involved.” 

nstance, it is stated in Facebook’s Statement of Rights and Responsibilities that 
“
this Statement or our policies.” 

’

about “network management practices, performance, and commercial terms of service.”
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’s search function and Google’s internet search tool 
“Google.com.” The court explained that “

years of work” and “

investment.”
code was necessary for Viacom to review YouTube’s

denied Viacom’s motion to compel YouTube to produce its source code 

tionally, it covers providers’ network management 

aw cannot “compel [the Associated Press] or its members to permit publication of 
anything which their ‘reason’ tells them should not be published”).

Int’l –
Google’s ranking algorithm.

Google’s motion to dismiss)
–

Viacom Int’l
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“ ”

“
.”

Medium’s 

–

(explaining the “quantity problem” of mandated disclosure).
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providers, such as iTunes, before clicking “I agree,”
overwhelming the platforms’ respective disclosures

problem “the ‘ ’ problem,” explaining that “
competes for [users’]

” Indeed, “[e]

”

“Good” Warnings, Bad Products, and Cognitive Limitations
–

–

thousand “reader” spends a median time of twenty
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s users’

’s

(“Title II preserves strong 

that may occur in the course of their activities.”)
’ –

–
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(such as the driver’s attempt to bring an injured passenger to the nearest 

determining the degree of “originality” required to establish 
deciding what amounts to “substantial similarity” to 

hat constitutes “permissible 
use” under fair use.

, they must first be translated into “codish” thresholds, a process 

—

restriction? The answer is “maybe.” Unfortunately, 

Publ’ns
’
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underlying algorithm’s quantitative threshold of copyright infringement.  

makers’ accountability. The resort to complex learning codes 

Computer scientist Edward Felten has defined the term “
inker” as “ people’s

own.”

serve one’s 

–
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“
” “

”

“publish first, censor later ” “review first, .”
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’ active attempt to challenge the online 

that their posts are at least reviewed manually, according to China’s 

study’s findings, 

King, Pan and Roberts’ tinker

– –
–
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—
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— —

platforms’ disclosure and are not controlled by an earlier stage of possible 

—
—

’



BLACK BOX TINKERING: BEYOND DISCLOSURE IN ALGORITHMIC ENFORCEMENT

nternet users’ acts of copyright infringement.

A requires OSPs to respond “expeditiously” to notices of 

) is further required to take “reasonable ste

material”

–

– (2014) (“ igital networks have led to an ‘enforcement failure’ in copyright
”)

“standard technical measures” used by copyright owners to identify infringing material. 
–

–

removed; (D) the user’s name, address, and phone number; and consent to the jurisdiction of 

–
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“aware of facts or circumstances from which infringing activity is 
apparent.”

the DMCA’s N&TD framework offers an efficient alternative to the 

ediaries’ stated terms of use.

–

–
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“substantial similarity,”

13

—

—

’

–
—

–
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can trigger an automatic content filtering technology, such as YouTube’s Content ID); (b) a 

may not be identified by an automatic content filtering technology such as YouTube’s Content 
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rights under Israel’s N&TD regime, 
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–

—
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–
–

—

“[N]

” —“
”—

These “DMCA Classic” OSPs described 

—

–
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and Schofield’s observational study provides very exciting findings about N&TD practices, 

–

—

Such as YouTube’s Content ID. 
’ ’

1201188152/ (reporting on Vimeo’s launch of 
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— —

–



BLACK BOX TINKERING: BEYOND DISCLOSURE IN ALGORITHMIC ENFORCEMENT

amount to violation of different “anti hacking” and “computer intrusion” 

box tinkering an unlawful intrusion into intermediaries’ 

–

–
–

–

–

violation of the copyright owners’ exclusive right to reproduce their work, to display it, to perform 
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copyright owner’s

“a 

behalf of the owner of an exclusive right that is allegedly infringed.”
 

Challenges Imposed by Platforms’ Terms

For instance, if owners’ authorization cannot be successfully obtained. 

See, for instance, Facebook’s requirements for reporting an alleged infringement, 

earlier, because the study was conducted within Israel’s jurisdiction, where the N&TD regime 

–
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latforms’ online systems inevitably involves agreeing to its terms of use 

’

— —

nonetheless created specifically for the study’s purpose

awful conduct that further violates the platforms’ 

–

“a number of courts . . . have enforced forum selection clauses in clickwrap agreements”). 
For instance, under Facebook’s Statement of Rights and Responsibilities, users must make 

several safety obligations, including confirming not to do anything “unlawful, misleading, malicious, 
or discriminatory.” Similarly, Twitter’s policies 
state that users “

”

that users “may not post violent, nude, partially 

other content via the Service;” users are further prohibited from using “the Service for any illegal 
or unauthorized purpose,” and they must “agree to comply with 
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— —

uploaded to test platforms’ copyrig

’

“denial of service”

ect the site’s reputation. The distribution of extremely 

Content (defined below), including but not limited to, copyright laws.” 

–
For instance, under Facebook’s Statement of Rights and Responsibilities, users must 

“
’s rights or otherwise violates the law.” 

’

— —
effect over users’ 
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system’s 
experimentation, even with a direct economic impact on the platform’s 

various algorithms that regulate humans’ behavior, and encourage the 

—
—

on their behalf and of minimizing their study’s potential harms.

–
–

For instance, to minimize the possible legal implications arising from platforms’ potential 
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—
—

designed to “circumvent” (e.g., hack, crack, o

the DMCA’s anti

–
study that involves the minimal degree of deception required for achieving the study’s objectives, it is 

describe the purpose of the study, explain the use of deception, and encourage the study’s subjects to 

–

17 U.S.C. § 1201. The most pertinent of the DMCA’s anti

—

—
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with that person’s knowledge for use in circumventing . . . 

—

—

with that person’s knowledge for use in circumventing protection 

authorizes “encryption research”—“activities 

of encryption technology or to assist in the development of encryption products.”

–
–
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“ ”

—
—

knowhow that the product’s manufacturer may claim as a trade
allowing “

.”
“first sale” limit on IP rights.

“

whole or in part by IP rights.”

of another’

expression of humans’ natural curiosity, inquisitiveness

–22 & n.300 (“

Embrex, Inc. v. Serv. Eng’g Corp

—

—

–
–

’
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—






